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Probability of Undetected Errors in Various
Data Transmission Systems

I. Introduction

Combinations of horizontal and vertical erroring have been discussed
by R. M. C‘u‘yl:)1 .

A more general mathematical model for determining the probability
of undetected errors in magnetic tape systems has been developed by
Schatzoff and Hardingzk., The above types of models are now extended to
several types of punched card data tranamission systems. The mathematical
models developed here are used to determine what type of error checking
is sufﬁcieﬁt to meet specified limits on the number of undetected errors

that can be tolerated. Unless otherwise stated the examples used in
this report are based on the transmission of standard IEM 80-column cards
over telephone voice lines by means of transceivers 61‘ card readers and
punches utilizing the 700 bit-per-second data line service to be offerled by
the Bell System.

II. System Requirements

a, Probability of Undetected Character Error of 10"8

A specification of one undetected error per 108 characters has been
suggested by J. A. Mc Laughlin3 for data transmission from a storage media.
This class includes transmission of data from punched cards, paper tape,

and magnetic tape.

1. R. M. Gryb, Bell Telephone Laboratories, "Error Checking with
Particular Reference to Telegraph Systems'" AIEE Summer and
Pacific General Meeting: Coaference Paper 56-844, June 26, 1956.

2. M. Schatzoff and W. B. Harding, ""A Mathematical Model for Determining
the Probability of Undetected Errors in Magnetic Tape Systems' IBM
Journal 1, 177-180 {April 1957)
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3..J. A. McLaughlin, "Allowable Error Frequencies in Data Transmission",
Memorandum of 8/27/57. Section 3.
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b, Number of Undetected Errors Per Year

Another criterion that has been suggested is to allow one undetected
error per year. For a seven bit code transmitted at 700 bits per second,

one error per year is equivalent to:

i {yr/error) 365 (cal day/yr) 8 (hrs/wk day) 3600 (sec/hr} 700 (bits/sec)
7/5 (cal day/wk day) 7 (bits /char)

=7,5x 108 {char/year) xl{ yr/error) = 7.5x 108 (char/error)
¢. Methods of Obtaining Required Accuracy f
Different methods of decreasing the probability of undetected errors
are considered including redundant character codes such as the 7-bit code
and the four-out-oi-eight code. Also six-bit codes have no redundancy by |
character, but having a block parity check for each block of n characters.

Combinations of both vertical (redundant parity bit in each character} and

longitudinal block checking are considered.

III. Assumed Error Rates

Since data is not yet available on the expected error rate on the
Bell System 700 bit per second data transmission service, the following
error rate will be used for the sample calculations.

Take the er:"or rate of one per 100,000 bits which the Bell System
guarantees on specially engineered systems operating at 1600 bits per second
as a limiting value. Multiply by ten to obtain a conservative estimate of
the error rate at 700 bité‘/sec on commercial dial-up lines without any
special engineering. This gives us an assumed probability of a bit error

of:
Pb = 0.0001
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The probabilities of a single error in a character of a bits is then:

P, = al (Py) (1-Py) 271 a(py) (1)
1 {a-1)!

TABLE I

Assumed Bit and Character Error Probabilities

P !
Pba > 6 7 8
v
,0001 .0006 .0007 .0008
. 00001 .00006 . 00007 .00008

- The two sets of error probabilities aré used in sample calculations
in this report to give a range of potential values of the probabilities unde-~
tected errors. In some exé.mples curves are plotted over a larger range
of probability of bit errors.

IV. Definitions

a. Symbols
Py Z  probability that a bit is in error.

Pp{0-1)= probability that a "o' bit has been changeci to a "'1" bit.
Pp{i-0)= probability that a "]" bit has been changed to a 'o" bit.

Pe = probability that a character is in error.

P, " probability that a record (card) is in error

Polu) = probability that there is un undetected error in a record (card)

P,(u:n)= probability that there is an undetected error in a record (card)
caused by n bits in error
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Pg{u/ij) = probability that there is an undetected error ina
record (card) consisting of i {1 - 0) errors and
j{0 = 1) errors.

P{m:i,j) = probability that there is a multiple error in a re-

or cord congisting of m total errors where there are

Ppli, j) i{l -0) errors and j (0 - L} errors, such that:
i+ j=m,

PlA) S probability of event A

P (B/A) = probability of event B conditions upon the event A,
{conditional probability)

P{A,B) = probability of event A and B (joint probability).

Pr(bk,i?kq-l) = probability of an error in bit k and in bit k+1 of a
record.

b. Approximations

The probability of undetected errors where an error checking system
is used, is dependent upon multiple errors occurring in a pattern that can
slip by the checking system. The probability that m errors occur in a
block of n events where P is the probability of a single independent event is;

P (m) = u! P (1.p)tH (2)
m! (n-m}!

A short exposition of the application of the Poisson distribution where
nis large, P small, making nF small is given by Goode & Machol4, Using
the Pdsson distribution as described in ref's 4 we have the probability of m

bit errors in a card or row of n bits.

4. H. H. Goode and R. E. Machol, System Engineering, N.Y. McGraw-
Hill {1957) Ch. 5. "Dist. of Discrete Variables'.
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m_’ 0 1 2 3 X

;‘ Py(m) = e~nP (1 + 0P + (nP)2 + (nf‘)3 0. . +{nBPY . ) {3)
2! 3! x!

c. Conditional Probability

The understandipg of conditional probability is important in two areas:
(1) cases where a distinction between types of errors {i.e., 1 - 0 and 0+})
makes a difference and {2) where multiple errors are dependent such as the
situation where the probability of an error is greater in the bit following a
bit with an error.

Axiom I: P(A or B or both) = P(A)+P( B) -- P{a,B}. {4)

Axiom II: P(A,E} = P(A/B) P(B) = P{E/A) P(A) {5)

d. Dependent and Independent Errors

For a record of n bits having '"a' total bit errars and ""b" double errors
(i.e., adjacent bits in error) the probabilities of error are as follows:

{6) single errors
(7) double errors

For example, when: na = 109, and
a=njf0, be 2,
Pyiby) = 100/10° = 10-4

Poiby, by, 1) = 2/10% = 2 x 107°
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To convert experimental data on non-independent errors to a
standard form, use;

P (b, by, ) 2 P (b, /br) P (by) (8A)

P (bk+1 fbk) P bk, bre) = b/n =

b
P (by) a/n :

¥or the above exumple the conditional probability of a double error

is:

P (by,/ bg) = b = 2 = .02

a 100

If the errors are independent, the probability of a double error in

n bits is:
. - 2 . n-2

P (o, by,)) = C%) Po ) [1-Ploy]] (9)

where: an = n!
2! (n - 2)!

For dependent double errors:

Pn (bk’ bk‘l‘l) = {n - 1) P (bk) P (bkfl /bk) (10)
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Table II

Two examples of dependent errors:

b
a

a b n Pulby) = & Pplbebgp) =1 Pplbyy, /by
100 2 109 104 2 x 10°% .02

10 ] 10° 10-5 1x10°6 .10

Two sample calculations of the probability of a double error in
adjacent bits in an 8-bit character forindependent and dependent errors

are tabulated bebw.

Table 11
Pc‘bk'bk'l'l)
i\\ Independent g Dependent
N |
= -4 - -4
. P (b)) =10 | a/b P (b)) = 10
n N, :
8 7x 1078 Y 1.4x 105
8 7x 10°8 SRS U 7x 1073

The above case are for errors in two adjacent bits in a record of

n bits from equation (10).
For simple double errors in any two bits within the n bits use

equation (9).
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¢. Two Types of Bit Errors

In a binary system, two types of errors can occur:

Type Symbol
0~31 P, (0-1)
10 P, {1-0)

The total bit error probability of error is:
Py, = Py {0-~1/1) Pb(1)+Pb (1-0/0) Py (0) (11)
Where the distribution of 0's and 1's are equal,

I

Ppil) = PL(0) = 1 (12)
2

Then, P, = Py (0-1/1) = P, (1-0/0) (13)
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V. Case One - Four-Out=o£-Eight-Code

a. Independent Errors

The probability of an undetected error in the 4-out-of-8 code is

for independent errors:

Pc(u) s m!
1! {m-~1)!

n!
. {1! {a-1)!

P, (0-1) [1 - pb(o-n}m“}

P, (1 -0) [ - P, (1.,0)] “‘1} (14)

Form £ n =4 and Py {0-1) = Py (1-0), this reduces to:

v

P, {u) &2 16 P.° (15)

for independent errors.

For dependent errors, where a 01 is changed to a 10 or a 10 is
changed to a 01, which would not be detected by the 4-out-of-8 code Egq.
(10)(8, can be used with typical data

Sample calculations for independent errers are tabulated below:

Table IV
Independent Errors

;_ Four-Out-Of-Eight Code

? i Undetected Errors Detected Errors

Characters Records per Repeat Order

LPb i Pc(u) ll per Uad. Error ! n = 80 ! = 1000

|

10~ ;1 6x10°7 | 6x10® ? 16 1

; ! |

1075 1.6x1079 | 6x10® 160 12 g

! i , {

i7x1076 %8:;10"10 1.2x10° 220 5 18

|‘ | .

a10-6 | ’ 10 | E

{2::10 56 4x10” 1.56x10 770 63 i

i

§1.1x10’71.8x10°13 j

5.5x1012 13900 | 1130

A curve of records per repeat order for the 4-out-of-8 oode for n = 20

is plotted on page 10-25.
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Table V-A
Four-out-of-Eight Code
Dependent Errors '

[ ~.  Error Probability } Undetected i Detected Errors

{ i Errors ! Records per Repeat

1

; ) . — f e e e e e
' e PP _(u) "“Char .per

{Conditions T | Und.Error . n=80 {mz=1000
t \“"‘* . ‘

/-

H !
b . -. :

;
'a=108,bz=7 Cosx1078 1 2x107 L13,900 ¢ 1130
1 = 6.3 x 107 : - . ;j__._ﬁ..._“,..‘_.. ‘,.:_u,,nwAf.,,“,.,,“,h....._m,_ ...i;
P(by, /by) = 065 L 2.5x10% 0 4xi0”
b = .0014 - 1x1078 ' 108 |
i 3 ]
P 1074 ‘ !
b/aw .01 ©3.5%10"° 2.9x105

*Eq. (10) gives the probability of two errors occuringip a character such that
the two errors are in adjacent bits. In the four-out-of-eight code only half

of these are undetected, namely double errors affecting 01 and 10 sequences.
In this case Eq. {10) should be replaced by:

Pylu/2) = Plu/by.by ) Plby, by ) (15B)

when: Plu/by,by () = i
n-l ‘ {15C)

Both by the fraction of possible sequences which are 01 or 10 and by counting
the sequences used in the four-out-of-eight code tabulated on pages 2-2 and
2=2.1 we have:

I - - -
B =3.5 = 1 (15D)
7 P

See also curves of Fig. 10.0d
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b. Approximate Analysis of Dependent Errors

The effect of dependent errors is a function of the frequency spectrum
of the noise. This in turn is a function of the detection system and the
point in the transmission system where the noise enters the systems. The
noise can have a spectrum ranging through the following.
1. Infinite Spectrum, like a pure impulse eatering system
at receiving exchange.
2. Noise spectrum peaked at frequency equal to bit rate {i.e., twice
the fundamental transmission frequency).
3. Noise spectrum peaked at fundamental transmission frequency
(i.e., half of bit rate) corresponding to noise entering system
near sending end so that noise is filtered by transmission net-

work. In this case noise and signal have similar spectrum at

receiver.

Sample noise and signal waveform are plotted in Fig. 10.0
The use of P(C/B) from Tables V-B and V~C is as follows:

1. Determine P(B), where B is the event of a double error (in
adjacent bits) from Eq. {9) if independent, or Eq. (10) if dependent.

2. Determine the type of noise signals as illustrated in Fig. 10.0,
Cases (1, 2, 3).

3. From Table V-B determine P{(C/B) as a function of code and
noise case.

4, Multiply P{C/B) and P{B)to get P(u).

5. A further connection is required: That is to analyse the detection
system being used.
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V1. Case Two - Six-Bit Code with Loungitudinal Block Check

A six-bit coding of a card of 80 col. is shown in Fig. 10.1. This
type of error—hecking is similar to sorne of the types discussed by R. M.
Gryb* for use with the five~unit telegraph code. The analysis of this
section indicates the range of accuracy attainable with a six-bit code for
potential use with IBM punches, printers, and readers operating at 100
characters per second. For an example of such a system see the pro-

posal of Dr. W, A. Christopherson**.

* R. M. Gryb, "Error Checking with Particular Reference to Telegraph
Systems' Bell Telephone Laboratories, Conference Paper No.
56-844, AIEE Summer and Pacific General Meeting, June 26, 1956.
Various systems of block checking using existing telegraph S5-unit
code equipment are considered for the purpose of increasing the
number of characters per undetected error from 44,000 to 10°.
Some examples include both vertical and horizontal checking.

#% W. A, Christopherson, ""Proposal for a lOO-Column-per-Second
Serial Card Data Transceiver', Report RJ-DR-532.015
August 19, 1957.
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The non-zero squares in Fig. 10.2, 10.3, 10.4, represent the
terms that contribute to undetected errors for: |

g=1,2,3 or k=28= 24,38

A first approximation to the P.(u/1,1) term in Fig. 10.2 is
developed as follows:

The probability of there being at least one error in a card is by
equation (1) for 6 rows x B0 columns:

P(m:1) 3 n, x n, Pb(l-Pb)\nrxng/;_v n. x n, Py {16}

480
P. (m:1) = 6 x 80 Py, (1-Pp) g 480)Pb for Pp<< 1
A second compensating error must be in the same row and of

opposite type. This gives | x 80 = 40 positions satisfying the condition, so
2

P_(u:1,1) = 480 P+ 40 P, = 1.92 x 10% ( Pp)?
then P (u:1,1) = 1.92 x 104 (10-4)%~ 2 x 107% = 1
When treating 0> 1, and - 0 errors separately, the value of

Pp is the same if P(0) = Py(1) as is discussed in Section IV-C.

* In an earlier draft of this analysis a bit error rate was used which was

one-half of the bit error rate used here.
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IBM

S8AN JOSE RESEARCH LABORATORY ' CODE. O,

TECHNICAL RECORD DISCLOSURENC.. .
NAME .

SUBJECY _ . . e R DATE_ .
SHEET___OF___.

~
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/:234567---- ~ -~ w98
[ ]
1117112 X
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4444 '3
£93 , O
v
v 8
00 , m
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,
| ]

Fig. 10.1 Form of Transmission of Hollerith Card Data in a
Six-Bit Code.
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0 3 > )
|
1 IP(M) @ .P(l.
s ‘ R .
Pt led R
.: T ‘ N
i 3 PEY) H(33)
s ;
5 4 HPG &)
E i N
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Fig. 10.2 Matrix of Possible Undetected Error Combinations
in a Six~-Code with Longitudinal Block Check
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Fig. 10.3 Matrix of Possible Undstected
Error Combinations in a Six-Bit Code with
a Longitudinal Block Check.



The term Pr(uIZ,O) for two "1" converted to "0'"s derived as

follows. Using the binonial distribution and assuming

™ 4

Ppll - 0} 2 P,(0 - 1) = Py, a row of r bits, of r/2 "0" bits and
r/2 "1" bits Py(u/2,0) = Ppra(2) Ppyp(0) =
c -2 r/2

(c/2)! P21 -PZT (1 -Pp)
21 (c/2-2)

(9§ -1) P2

2

10-14

(17B)

i.e., there are c characters or columns per card or c¢ bits per row.

For P = 10°% 4 sample calculation gives:

P_(u/2,0) =40.39 1083 7,8 x 10-6
2

For the card define P_{u), as the probability of an undetected error

in a card of s rows.

Py (u/2,0) 2 S Pfu) [1-Puw)]®= s pr(u:z,of

For s# 6 and P, = 7.8 x 10-6;

Pglu/2,0) = 6x7.8x10°6 = 4.67x 10°5

Ua;ing the Poisson approximation for higher order terms:
Pg{u/i,j) = sPriu) [1-Pr(u)| 522 e~5PT (sP.) = sP(u:i,})
Ppela/ij) 2 Prjolu/i) P yla/j)

With restriction on i and j determined from Fig. 10.2-10.4

(18)

(19)

(20)
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-cP i
P lalile €2 % (7P) (214)
il
P2ty ¢ P (£ Pp) | (21B)
31

{21) in (20) gives

. c Py i4j
P, (ufi,j) = C Py ( 5 ) (22)
(iny Gn
For Ps {u:m) where i+j 3 m for example m = 2
P, (w/2) = P (u/2,0)+ P_(u/l,1}+ P, (a/0,2)
= Ps (u:l, 1)+ 2P {u;0,2) {23)
.y - - P i
P (u/i,i) = e ~SFb (‘%_E’) 21 (24)
(11)%
P _(ufm) = P_{u/k, m-k) (25)

k= @

Values of terms contributing to the probability of undetected errors
are tabulated in:

Table Vlfor g= 1, 2, 3
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Sample Calculation for C= 80, Py = 10°4, s = 6:

Pg (u/0,2) sP{u/0,2) = s e-cFb .9_}.;.? 2

(a1) (21)

=6e 998 004)% 23x .992x 16x 1070 = 47.6 x 1076

'0008 {0004)4 -

Pg {u/2,2) =6 P, (uf2,2)=6e
(21) (21)

1.5x .992 x .256 x 10°? = .38 x 10~7

2

P, (u/3,1) = 6 e 9%8 004)% = 6 x .992 x 256 x 10712 = 253 x 10-9

Pg (u/4,0) » 6 .992 x 256 x 10712 = 063 x 10-9
(4!} (01)

"t

P, (u/4) = P, (u/2,2)+2 Py (u/3.1)+ 2P, (u/4,0)

9

2{.380 +2 x .253+2. x .063)10"’ = .992 x 10~

P, (u/2) = P, (u/1.1)¢2 P, (u/0,1) = .0002+2x .000048 = ,000292
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TABLE VI

Undetected Errors in Six-Bit Code with
Longitudinal Block Check

N , . et o
Detected
g ] n = 80 characters g=1,2,3 Py = 1074
1 2 3
x{ x x Pg (u/l,1) . 000 200
x 8 (u/2,0) 000 047
x1 Pa {u/0,2) L0000 047
xj] x| x Pg (u/2,2) .000 000 000 380
x Pg (u/1,3) .000 000 000 253
x P, (u/3,1) .000 000 000 253
X} X Py (u/4,0) .000 000 000 063
x x { Ps {u/0,4) .000 000 oo 063
xi: x | x Py {u/3,3) . 000 . 000 000 000 000 680

e T o e g e+

e e

P3 (ufg = 1) = .000 294 Probability of an
P, (u/g = 2) = .000 200 undetected error in a
Pg{ufg = 3)= .000 200 record of 80 characters

{(Ps (u)~———a .000 000 8 required accuracy)

Note on required accuracy: The requirement of 108 characters per undetected
error corresponds to N, = 108/80 «1.25x 10° cards per undetected error or

Pg (u) = 1/Ny = 8 x 1077

Ta——

g S
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The curves of Fig 10.5 assume independent errors. In this
longitudinal checking, the type of dependent error which could make
the probability of undetected errors increase would be a second error.
Six bits later, Py (by+¢ /bk). There is little physical basis for such a
conditional probability being greater than Pp (b.k) because a large noise
impulse affecting two bits in a character would cause single errors in
two separate longitudinal checking strings. A 'string" is defined as
row, column, or other group of bits which are counted to form a

particular parity bit in an error checking system.

10-17.1
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vl Case Three - Conditional Probability of Undetected Errors
With Three Longitudina.l Check Numbers.

For the purpose of adding vertical checking without changing to a

full 7-bit code the longitudinal check is reduced to three characters leaving
three characters free for a vertical check.

The three character longitudinal check is shown in Fig. 10.6.

The ratio of the terms in this case to those of the previous case

is by Eq. (19):

1 1 i
1 e"C Py (C Pb) +J

P, G0 GY)

s e °Fb (Cpb) i
Wy

i)y (G

1 ; -(ci i+
O
5 ePb () i+ s ¢

(26)

number of rows or groups of rows in longitudinal check

[#]
[

* number of character in a row or group of rows in one
longitudinal check. |

In Fig. 10.1: s =26, c=80=1L sc = 480

In Fig. 10.6: siz 3 clz160=L slcl =480

When ch << 1,

Ps
For _s_l_ =1.;cl=2 pla= (2)iti-! (28)
8 2 c PAN
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Sample Calc:

1 PP
P (u/1,1)=(_3_);160> .0002 = ,0004
6J1 8

-4

The results are tabulated in Table VI for Py = 1074 or Ny = 10%

For other values of Ny, the probability of undetected errors for
three longitudinal check numoers (g = 1, 2,.-} can be read off of the curves

of Fig. 10.7B. Independent errors are assumed.
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TABLE VII

Undetected Errors in Six-Bit Code with Three
Longitudinal Block Check Bits

n = 80 characters g=1l,2 Pp = 10-4

oo e e e Lo ‘ . e e C i s
i Terms Not | Ratio: : Terms in Probability of
Detected & Pé {u/i,j) an Undetected Error
i Py (u/iLj) T
g=lige=2} or
i § Case 3
j ;. Case 2
X X 2 P, (u/1,1) = .000 4
X . Pg (u/2,0) .000.. 94
p P, (u/0,2) .000 094
X X 8 Ps {u/2,2) .000 000 003
X Py (u/1,3) .000 000 002
X P, (u/3,1) .000 000 002
X X ) (u/0,4) . 000 000 000 5
X X Pg (u/4,0) .006 GO0 000 5
X X 32 Pg (u/3,3) .000 GO0 000 000 o022

e T . - - - P Y ?
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A

VIII Case Four - Multiplying Factor Due to Addition of Vertical Checking

For a six~bit code with three longitudinal check symbols, we
add three interlaced vertical check symbols as shown in Fig. 1‘0.7A. We
now need the conditional probability, P(B/A) where A is event of an unde-
tected error passing through the longitudinal check system and B is the
event of an undetected error passing through the vertical check system.
Now the probability of an .undetected error in a card (record) is:

P.(u) = P(A,B) = P(B/A) P(A), from Eq. (5).

P(A) & Pg(u/g) from Table VII

For symmetry take the record to cover 3 x26 = 78 characters,

leaving position 79 and 80 for the checking symbols*.

* This modificationin Eq. (17) as follows:

P! (u/l,]) » 468 x 39 = 0.95
P, (a/i,1) 480 40

This 5% reduction in the probability will be neglected in

this section.
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Let L

"

the number of bits in each string of bits of the longitudinal check.

Let D

the number of bits in each string of bits of the vertical check that

intersect with a longitudinal check string.

For longitudinal checking only, the number of combinations of 1{0-1) and
1{1-0) errors is for PR{0-1) = Py (1-0):
L
N{L) = C} Cf (29)

For vertical plus longitudinal checking the number of combinations of

1{0~1) and 1(1-0) errors is:

2 2
N{D/L}=C{ Cy (30)
Then: _
2 Y,
P(B/A) = N(D/L) = G C, = '_I?_m)z (31)
N(L) C‘L,"z C!sz' (L )

Sample calculation:
For the Fig, 10.7A: L =2x78, D=2x 26

For g = 2, using Table VII, the first term of the probability

of an undetected error is:

P_(u/1,1) = P(B/A)} Pylu/l,1) =(g§)2 .0004 = 000044
78

The improvement in using the combination of three longitudinal with three
vertical check numbers compared to six longitudinal check numbers is:

P.(u/1,1) VIII = .000044 = } = 1

Igiujl.IjVIXU.;S .00020x.95 4.&:% 4.3

This means that for a total of 480 bits distributed as 468 information bits

. and 12 checking bits, that using 6 bits for longitudinal checking and 6 bits



for vertical checking makes a reduction in the probability of undetected

doulle errors by a factor of 4.3 compared to using the full 12 bits for

longitudinal checking. Independent errors are assumed.

If we use the full 12 bits for vertical checking with g = 2 to make a con-

sistant Compa.rison', the leading term by Eq. (22), with C = 468g = 78,
12

is the same as the first term in table VI multiplied by 0.95. The

results in the same probability of undetected errors as in Section VI.

However, this sytem is more susceptable to dependent multiple errors.

This analysis suggests an extension by putting these results in more
general form and finding the ratio of D/L for minimizing the undetected

errors.,

10-21,



X Case Five - 7-Bit Code Without Longitudinal Check
Consider a 7-bit code for use in transmitting 80-column cards. The
seventh bit is a redundant bit, so that the errors that can pass undetected
are the same as shown in Fig. 10.2. For simplicity assume
Pb(O-l) = PL(1-0). Since basic error rates can vary considerably the
results will be plotted for a range of bit error rates. The principal
terms are: P(2,0), P(1,1), and P[0, 2).
To accurately establish how these terms contribute to undetected errors,
more information js needed on the detection system, noise spectrum,
predetection filtering introduced by the multiplexing filters, and delay
distortion. Without detailed knowledge of the detection system, oaly
limiting values can be calculated for different conditions.

A. Independent Errors

Assume average number of bits is 4-1's and 3-0's. The terms are as

follows from Eq. { )

P.(2,0) » 41 P i1-rPp)? (1-Pp)3=6 P2
21 21

P_(1,1); = 3P, (1-Pp)> 2Pp(1-Pp)? =2 6 Pp?

Pc(0,2), = (1-Pp* 31 P2 (1-Py 3 P2
2111

. = 2
Pc(u.Z) -PC(Z.O)+PC(1.1)+ PC(O,Z) = 15Py,

10-21

(32)
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Comparing with a less exact analysis
P {a:2) = 1 PL2(1-PL)° = 6x 7 % = 21P,° (33)
151 2

’

For 80 characters the probability of a record having an undetected error is:

P, 280 P (u:2) = 80 x 15-P, % = 1200 Py,2 (34)
Sa.mple. calculation for Py = 104
p {81200 x 1078 = Lo00012 = ] (34A)
83,000 cards
Comparing with the general formula of Ref. 5.
2 errors in card 7 x 80 = 560 bita/card
-4 2
P_ = e-560x107% (500 x 10-4)" =2 15.7x 104
21
7! 80!
7 7 : =
P, = C3 PT =¢l p,® = 387 97 = 6x7x80
R ¢ ren R, 130 5601 559 x 560
2 2 21 558!
P, ® 1,34x107¢
= 1.34x10°% . 15.7x10% = 21x 107 (34B)

5. Ref. 2 P. 179
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This difference between the two methods poses a problem to be investi-
gated. Is it necessary to treat {0 1) and (1 0) errors separately?
Counsidering the two types of errors gives:
P, (u) = .000012 (34 A)
Using the simple formulation of Ref. 5 which does not distinguish between
the two types pgives:
P, (u) = p,/py = .000021 (34B)
This is a problem to be resolved.
When using the formulas of this paper, the probability of detected errors is:

P_(d:1)= 80 x TP, = 560 P, = .0560 = 1
i8 cards

B. Dependent Errors

P_(2)p = (a=1) Pylby) Py (b, /by) (35)

a = number of bits per character

P(c) P(C /B)
P_(2) = p (‘.wo adjacent identical bits are changed)=P/given one bit in
by the noise impulse error the next bi
(is in error
X P{ a bit is the same as they x P there is a bit in \ =
previous one ) é\error in the character,
P{B/A) P(A)

= P(C/B) P(B/A) P(A)

As defined above, case (1) of Fig. 10.0 is implied in Eq. (35BE).



21.7

P(A} =aP, = 7P {35C)
P(B/A} 2.74 = 2.74 (35D)*
a 7

P{C/B) is not known, so plot curve for P(C/B) = 0.1, 0,01

P(C/B) = 0.01 P.{2)32.74x .01 Pp = .,0274x 10°% 22,74 x 1076

P{C/B) = 0.1 P.(2) »2.74x 1075
P (u:2:01) = 80 P_(2:01) = 80x2.74x10"® = 2.20x 10°%

Pplu:2.1) = 80 P(2.1) =80x2.74x 10-3 = 2.20x 10-3

# The factor 2.74 is the average number of sets of 00 or 11 in a character
in the EDPM 7-bit code as determined by a sample count on p. 2-2.1.
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X - Case Six 7-Bit Code with Loongitudinal Block Check

In this case the full 7-rows have block check redundant bits. The exact
analysis of this case is not complete.
Using the formulas of Schatzoff and Harding to get the order of magnitude,
shows that for independent errors of one error in 10,000 bits as follows:
Pr(u:2) = Probability that an undetected error coasisting of two bits

in error occurs in a record
P_%u:@) = P(C/B) P(B/A) P(A) P(D/C)  (dependent) (36 s

P{B) = Probability that two bits are in error in a record

P{C/B) = Probability that given two bits, in error,that
a second set of two bits are in error
P{B/A) = Probability that given an impulse noise pulse has cccurred. It

has an amplitude greater than Ap, sufficient to affect two bits.
P{A) = Probability that one bit is in error.
Pl(u:a) = P(p/C) BYC) (Independeat) (37)

piB) = c% [P(A)] 2 [1 - P(A)] n-2 _ (independent) (38)

*Formerly p 10-19 {8-1); 8-24

#% Here a record is 80 characters or 560 bits.

Pr(D/C) £ Probability that gives four bits are in error in a record,
‘that they are compenaating.

P1{C) = Probability that four bits are in error in a record,
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A, Independent Errors

For independent errors we can use the formulas of Schatzoff and Harding5
P, = PL (C) = e ™ (ap)? (39)
4!

The conditional probability that the error is undetected, is for four errors

with vertical and longitudinal checking:

; P
Pu = PYD/C) = C} cs —;—E'- (40)*

7L
Gy
Same calculation for Pb = P{A) = 10-4 given by (39) and (40) for
1,=80, x=4, n= 7L = 560

Ph = L(L-1) - - - (Leptl)

P8 =80 x 79

pi(c) = 7 0% 056)* = 4.1x 1077, by Eq. (39)
g
_ 7 2 80x70
P, (D/C) = 2151 Q12! 2 2 3.4.6.7x80x79 =
5601 555.558.559.560
415561

6 42 79 80 =1.09x 7.5 14.1 14.3x10"8 =2 1650 x 10°8
555 558 559 560

16.5x 10™° by Eq. (40).

4]

6. same as Ref, 5.

* PI'Z' = permutation of 2 in a set of L

Pls =CI£
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i = pl i -
P_ (D) = P, {D/C} P(C} =
plu/x) 3 pu.px = 16.5 =% lf.'.!'6 x 4.1 x 10'7 = 6.7% 10712
No. years per undetected error at 700 bits per second:

Ye(years/error) = Cc{char/card) = 80 =
Cy(char/year} Pu/x(error/card) ?°5x10'°x6a7x10"lz-

= 16,000 years

B. Dependent Errors

Using Eq. (36), let P{A) = 107%, 1et 0.01 P(B/A) = .01 and consider
impulse noise pulses of Cases (1) of Fig. 10.0 (1}, so P(E/B) = 5/16

Then the range of P(E) is: Pb(E) min =z 5 x .0l x 10"4 = 0,313 x 10"6
6

—

Per character: PL (E) = (n-1) Pp(E) = (7-1) x .313 x 1076 = 1.88 x 107% (Ist char)

Second character: P.(E) = ZPb(E) s 626 x 10°©

6 6,

T t ‘ - ’ -
Per record: P_{u) = C5 P, (E) P, (E) = 79.80 1.88x 107° x .626 x 10

2!
370 x 10732 2 3,7 x 10710
The number of undetected errors per year is:

ze7.5%x108 P30 % 3.7x 10730 error =0.35x 1072 = .0035 year =
80 char/card card

s 1error for P(B/A) = 0.01, P(E/B) = 5/16
286 years

P(E/B) = Probability that given two bits in error in a character, that they
are compensating errors which would not be detected by a vertical check.
This corresponds to P{(C/B) of Table V-B, page 10-8.4

#Note: The above is based on Eq. (10). The second character double error
bits must be in the same rows and either identical or opposite to the errors
in the first character.

#% The coefficient Cjé‘ = 80.79 is derived by saying the first double error

2
can occur in any of the eighty characters. The average character position
would be the middle, or posi?ign *}i‘?. This leaves on the average B0/2 = 40

nogitinne in which tha cacrnn/ hla avear ~am s~
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¥ P(B/A) =0.1

0.313x 1072

Then PpE)

1,88 x 10=°

"

P (E)

p*E) = 0.626 x 10~5

C

Pefu) = 3.7x 1078
i®
Z ¢ } undetected error
2.86 years

Comparison with analysis¥*, assumes P(C/B) = 1 instead of 5/16, and P{B/A)*=

P () = 5 PLie) PlL(€) » cEn-1)P,(€E) 2P, (E) =

C% aln-1) PLE) ° « 2T (n-1) P(E/B) P(B/A) P(A) °

80!
21781

[For P(E/B) = 1. P(B/A) » .02]~ 4x3.75x10"8 = 15x 1078

(41)
PS (u) = 2 (7-1) [1x .02x1074]% = 79 x 80 x 64 x 10712

78 = 7.5x 10° char/year  .15x 10°8 error/record
80 char/record

T 7.5%x3.75x 4 undet. error = 4x 0.352 = 1.4 = ] undetected error
80 year ' 0.707 years
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Comparison with a previous calculation

#The analysis of Page 8-26 used a correction factor:

p (L,i+1) = p(i+l, i) p (i) = SPOZ

s

S = bn PYp) = s2P () = (200)% 6.7x 10712 where 5= 2_x 106/= 200
a 100 100
d = "8
P, (D) = 26.8x10
The years per undetected error is:
Y e« © -
e c 2 80 {char/card} =
d i) w8
CY P.(D) 7.5 x 10%(char/year) 26.8xi0 “(error/card)

= 0.40 (year/error) = 1 year

2,5 errors
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¥1 NOTE ON ERROR CORRECTING CODE FOR REDUCING NUMBER: OF
MESSAGE REPEATS CN HUMAN INPUT

Previous studies have dealt with setting criterion for the allowable

undetected errors.l In a machine operated system or a batch system,

a high rate of detected errors can be tolerated. In an inline system where an
. operator keys in questions and waits for answers, an error detection system
‘may not be adequate because an operator may become irritated at

having to repeat an inquiry when an error is detected. Single error

correction with double error detection codes have been described by

Hammingz and others. 3

To construct such a code for alphanumeric characters, six information
bite plu¢ C checking bits are required. The formulas of reference (2) ‘ﬂd

ittt 3) indicate C * 5.¥ Sqp—
Snaieenpesaphmeseinisibeisinpeemnhpstinoibiaadtenpeenmy This
means an eleven bit ¢ will provide single error correction plus
double error detection.

The probabllity of characters being in error are for independent and
dependent error rates. The eleven bit code:

Independent:
.,pc(-m s (:15,, PE (1-Pg)? = 55 . PE ' {51)
Dependent: P{B/A) is the conditional probability.

Event A is the occuwrenm of one error in a character.
Event B is the occurrence of a second error in a character.

RA(2Z) 2 cl* RUi- B0 P(B/A)~ 11 R P(B/A) {52)

i Aa I B McTaughlinl e memorapdum on Allowable Errer. Frequenciea in

Data Transmission, 8/28/57

2. R. W. Hamming “"Error Detecting and Error Correcting Codes' BSTJ 26
147 (1950)

3. Peter Elias "Error-Free Coding" Trans.I.R. E. PGIT~4, p29 (Sept. 1954)
See bibliography in this article and other articles in same issue of Trans.
I.R.E.

#* For C ® 4 it appears that p&rtiai double error detection is included.

** J. A. McLaughlin has proposed an 11+#bit single error dstecting codo which
is compatible with the 7-bit magnetic taper codes.



Sample calculation for K,z 10-4;

P(B/A) _pd?

P(B) = P(A) 55 x (104
.02 11 x 10-%x .02

.10 11 x10°%x.10

10-24

Curve Co (Characters/double error
1.8 x 10°
A 4.55 x 104
9 x 103

Next we consider the probability of a word having to be repeated because of a

double error being detected.

The average input message size described in

reference {4) is about twenty alphanumeric characters. For m » 20
characters in a record having a double error is:

BimP_(lbPc) ™l mp, (10-3)
Sample calculations:

No. of Rec. )

P(B/A) L.-H{Z) TR Re(Rec, in Error Curve
P(B)*P(A)  5.5x 10°7 1.1 x 10°3 9 x 104 B
192 2.2x 1073 4.4x10°4 2.27 x 103 C
.10 1.1 x 104 2.2x10°3 450 D

Comparison with 4-out-of-8 code

For comparison the probability of a repeat order in the 4-out-of-8 code

is calculated:
P en, pssxio-t
P*20x8x 104 = ,0160

This result.- is used to plot curve E .

Rp =( B)-leb2.5
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COMPARISON OF DIFFERENT SYSTEMS AT THE PROPOSED
STANDARD OF 5 X 165 BITS PER ERROR :

..!

Code ~ Conditions Records per Repeated
' Record (20 characters)
 11-Bit B Independent Re 5 2 x 108 Records
SEC, DED Errors Only
; 11-Bit ' D.pen&cnt Errors R, 3 1/1 x&@s Records
SEC, DED o P(B/A) = .02 (RN
11-Bit - DependontﬂErrors R = 2.2 x 10% Records
SEC, DED P(B/A) =z .10
4-out-of-8 Onliy Single Errors Rp = 320 Records
SED, half DED Counted in Thie
Approximation
ff
F. B, Wood :

OCtobor 49 1957

o
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SAN JOSE LABORATORY
ADVANCED SYSTEMS DEVELOPMENT

August 12, 1959
FILE MEMORANDUM: 5720-10, 14

Problem: What is the optimum error-detection system for
single character, 10 character, 80 character, 100
character, and 1000 character block lengths in
data transmission with decision feedback?

Assume six information bits per character, and allow two redundant bits
per character, Consider different combinations of vertical and horizontal
check bits.

For example, take an 80 character block of 640 bits. These bits could be
used alternatively in the following cases:

(1) 4-out-of-8 code, 8 bits/character, 80 characters.

(2) 7-bit code vertical check, 7 bits/character, 80 characters.
Eleven block check characters, distributed as 8 sub-block
check character in sub-block of ten characters, each with 3
super-block check characters.

(3) 4-out-0f-8 code, 8 bits/character, 78 characters, 2 horizon-
tal block check characters.

(4) Cther error-detection codes using the same amount of
redundancy.

F. B. Wood
8-12-59
FBW:jp
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